Your Guide through Information Security
with Actionable Solutions for Your Healthcare Needs

Caliber Security Partners is highly experienced in the Healthcare Industry. We can provide the guidance to have
you fully understand your risks, and help keep your healthcare organization compliant with the regulations. We
specialize in HIPAA regulations and can help with HIPAA controls and compliance assessments, threat modeling,
risk register and policy, HITRUST rules and compliance requirements, security training and information breaches.

SERVICES FOR HEALTHCARE COMPANIES INCLUDE:

Network & Systems

Staffing & Training

Vulnerability Scan & Review

Information Security Training & Awareness

Penetration Testing

Virtual CISO Services

Secure Architecture & Network

Secure Operations Training

Mobile & Applications

Data & Compliance
Information Classification Asset
Management

Continuity & Recovery
Incident Response Support

Strategy and Governance

Structured Assessments

Policy, Compliance, & Business Enablers

Vulnerability Scan & Review

Threat Modeling, Risk Register

Operations
Monitoring & Response Services

Cloud SaaS/PaaS Security

Case Study
The Challenge

The client is a large intermediary
healthcare company responsible for
coordinating health records and the
provision of health services, including
billing and electronic records for
patients. They receive patient data
from multiple sources and then process
and transmit that data to others. As
a custodian of other people’s HIPAAcovered information, they needed to
ensure that they’re only doing business
with partners and vendors who
sufficiently protect their information.

The Solution

The client had about 80 vendors
that needed to be validated for
compliance with HIPAA laws. They
urgently needed a way to easily
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collect data, without overwhelming
their vendors with lengthy surveys
or other complex questionnaires
that were rarely even completed.
Caliber Security Partners took the
client’s current 350 question survey
and refined it to create a concise,
50 question assessment. Shortening
the survey made it easier to collect
the most critical information from the
client’s vendors. Caliber also created
an interview process to audit the
client’s vendors and validate that the
data collected on the assessment was
accurately filled out.

The Results

Before Caliber’s involvement, the
client had process knowledge on
only a handful of vendors. Caliber
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rebuilt the process in which the client
collected compliance data from its
vendors, which resulted in the client
finally having all of their vendors
information. The additional interview
audit step Caliber provided was extra
insurance that the vendors had the
right systems and processes in place
for HIPAA compliance.
Location:
US Nationally
Company Size:
20k+ employees
Service Provided:
Policy, Compliance & Business Enablers;
Supply Chain & Process Standardization
Time from Start to Completion:
6 months
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